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Abstract
A map f : F2n → F2n is called crooked if the set { f (x + a) + f (x) : x ∈ F2n } is the complement of a
hyperplane for every fixed a ∈ F∗2n (where F2n is considered as a vector space over F2). We prove that the
only crooked power maps are the quadratic maps x2k+2l with gcd(n, k − l) = 1.
c© 2006 Elsevier Ltd. All rights reserved.
1. Introduction
For applications in cryptology the maps f : F2n → F2n , which are far from being linear, are
important. There are several possibilities for defining “being far from linear”. Let L : F2n → F2n
be a linear map; then the set {L(x + a) + L(x) : x ∈ F2n } consists of only one element L(a) for
all fixed a ∈ F2n . Hence, a function f : F2n → F2n would be far from being linear if the sets
{ f (x + a) + f (x) : x ∈ F2n } are as big as possible. We can also think about {L(x + a) + L(x) :
x ∈ F2n } as a one-element affine subspace, and require { f (x + a) + f (x) : x ∈ F2n } to be
one of the largest possible affine subspaces. Another possibility is to require that all coordinate
functions tr(α f (x)) : F2n → F2 have big distance from the linear functions tr(βx) (which are
the only linear functions from F2n into F2). If the degree n of the field F2n is odd, there are three
classes of nonlinear maps that have been studied [3,1]:
Definition 1. A map f : F2n → F2n , n odd, is called almost perfect nonlinear if for every
a ∈ F∗2n := F2n \ {0}
|{ f (x + a) + f (x) : x ∈ F2n }| = 2n−1;
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crooked, if for every a ∈ F∗2n the set
{ f (x + a) + f (x) : x ∈ F2n }
is the complement of a hyperplane and f (0) = 0;
almost bent, if for all α ∈ F∗2n , β ∈ F2n
W f (α, β) :=
∑
x∈F2n
(−1)tr(α f (x)+βx) ∈ {−2 n+12 , 0, 2 n+12 }.
It can be shown [3,15] that
crooked ⇒ almost bent ⇒ almost perfect nonlinear.
An easy proof of the first implication is given also in Section 3. All known almost perfect
nonlinear maps (APN), with the exception of some sporadic examples [7], can be obtained from
almost perfect nonlinear power maps. If n = 2m + 1, the known exponents of power functions
(up to factor 2i ) are
crooked 2k + 1, gcd(k, n) = 1 (Gold’s exponent [9,1]),
almost bent 22k − 2k + 1, gcd(k, n) = 1 (Kasami’s exponent [12]),
2m + 3 (Welch’s exponent [5,2,11]),
2m + 2 m2 − 1, if m is even, and
2m + 2 3m+12 − 1, if m is odd (Niho’s exponent [4,11]),
APN 2n − 2 (field inverse [14]);
24k + 23k + 22k + 2k − 1, if n = 5k (Dobbertin’s function [6]).
This list is believed to be complete. In this paper we show that the only crooked power maps
are the ones with the Gold exponent.
2. Crooked power maps
Let F2n be the finite field with 2n elements, n odd, which is also considered as a vector space
over F2. The hyperplanes in F2n are the subspaces of dimension n − 1. In this section we show
that the only crooked power maps are the ones with the Gold exponent, using the following
results.
Proposition 1 ([14]). The map (x + a)2k+1 + x2k+1 is a 2s-to-one map of F2n , where
s = gcd(n, k).
Proposition 2 ([1]). If f : F2n → F2n is crooked then the sets
{ f (x + a) + f (x) : x ∈ F2n }, a ∈ F∗2n ,
are all distinct. In particular, every complement of a hyperplane appears among them exactly
once.
Lemma 1 ([10,13]). Let n be odd; then tr(xd + (x + 1)d + 1) = 0 for all x ∈ F2n if and only if
d = 2l(2k + 1).
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Theorem 1. Let n be odd. A power map f : F2n → F2n with x → xd is crooked if and only if
d = 2l(2k + 1), where l, k are non-negative integers and gcd(n, k) = 1.
Proof. Observe that a power map is almost perfect nonlinear if and only if
|{ f (x + a) + f (x) : x ∈ F2n }| = 2n−1
holds for a = 1. Indeed,
{(x + a)d + xd : x ∈ F2n } = {ad((a−1x + 1)d + (a−1x)d) : x ∈ F2n },
implying that the sets {(x + a)d + xd : x ∈ F2n } have the same cardinality for all a ∈ F∗2n . Let
d = 2k + 1; then
{(x + 1)2k+1 + x2k+1 : x ∈ F2n } = {x2k + x + 1 : x ∈ F2n } := D(1).
Note that D(1) is contained in the complement of the hyperplane {y ∈ F2n : tr(y) = 0}, since
tr(y) = 1 for any y ∈ D(1). By Proposition 1, D(1) coincides with {y ∈ F2n : tr(y) = 1} if and
only if gcd(n, k) = 1. Now, let for some d the map defined by xd be crooked. By Proposition 2,
there is an a ∈ F2n with
tr((x + a)d + xd) = 1 for all x ∈ F2n .
This a must be 1. Indeed, if a = a2, then
tr((x + a2)d + xd) = tr((x2n−1 + a)2d) + tr(x2n−1d) = tr((x2n−1 + a)d + x2n−1d ) = 1,
and thus {(x + a)d + xd : x ∈ F2n} = {(x + a2)d + xd : x ∈ F2n }, contradicting Proposition 2.
Lemma 1 completes the proof. 
3. A geometrical characterization of crooked maps
The crooked maps f : F2n → F2n are bijective and almost bent [1,15]. Indeed, if
f (x) = f (y) for some x = y, then there is an a ∈ F∗2n such that y = x + a and
0 ∈ { f (x + a) + f (x) : x ∈ F2n }, which is a contradiction. To see that f (x) is almost bent,
considerW f (α, β)2:
W f (α, β)2 =
∑
x∈F2n
(−1)tr(α f (x)+βx)
∑
y∈F2n
(−1)tr(α f (y)+βy)
=
∑
x,y∈F2n
(−1)tr(α f (x)+βx+α f (y)+βy)
=
∑
a∈F2n
(−1)tr(βa)
∑
x∈F2n
(−1)tr(α( f (x)+ f (x+a)))
∈ {0, 2n+1},
since
∑
x∈F2n
(−1)tr(α( f (x)+ f (x+a))) =
⎧⎨
⎩
2n if a = 0
−2n if tr(α( f (x) + f (x + a))) = 1 for all x
0 otherwise.
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The almost bent permutations f (x) can be also defined as maps with the coordinate functions
tr(α f (x)) having the same distances from the affine hyperplanes as nondegenerate quadrics [8].
More precisely, let α, β ∈ F∗2n and
Fα := {x ∈ F2n : tr(α f (x)) = 1} and Hi(β) := {x ∈ F2n : tr(βx) = i}, i ∈ F2.
Then a permutation f (x) is almost bent if and only if
|Fα ∩ Hi(β)| ∈ {2n−2, 2n−2 ± 2 n−32 }
for all α, β ∈ F∗2n and i ∈ F2. Indeed, set F¯α = F2n \ Fα ; then
(−1)iW f (α, β) =
∑
x∈F2n
(−1)tr(α f (x)+βx+i) =
∑
x∈F2n
(−1)tr(α f (x))(−1)tr(βx+i)
= 2n − 2(|Fα ∩ Hi(β)| + |F¯α ∩ Hi+1(β)|)
= 2n − 4|Fα ∩ Hi(β)|, (1)
where we have used that |F¯α ∩ Hi+1(β)| = 2n−1 − |F¯α ∩ Hi(β)| and |F¯α ∩ Hi(β)|
= (2n−1 − |Fα ∩ Hi(β)|), since f (x) is a permutation.
Our goal is to show that the coordinate functions of crooked maps behave like quadrics also
with respect to the affine subspaces of dimension n − 2. Moreover, the crooked maps are exactly
the almost bent permutations with
|Fα ∩ Hi(β1) ∩ H j (β2)| ∈ {2n−3, 2n−3 ± 2 n−32 }, i, j ∈ F2,
for all α, β1 = β2 ∈ F∗2n . This result is proved for Gold power functions in [10]. Our proof is an
easy generalization of the proof given in [10].
Given α ∈ F∗2n , we define bα : F2n → F2 by
bα(β) =
{
1 ifW f (α, β) = 0
0 otherwise.
Lemma 2. Let f : F2n → F2n , n odd, be an almost bent permutation and α ∈ F∗2n . Then bα is
linear if and only if
|Fα ∩ Hi(β1) ∩ H j (β2)| ∈ {2n−3, 2n−3 ± 2 n−32 }
for all β1 = β2 ∈ F∗2n and i, j ∈ F2.
Proof. Observe that
(−1)i+ jW f (α, β1 + β2) =
∑
x∈F2n
(−1)tr(α f (x)+β1x+i+β2x+ j )
= 2n + 2
∑
x∈K
(−1)tr(α f (x)+β1x+i+β2 x+ j ), (2)
where K = {x ∈ F2n : tr(α f (x) + β1x + i + β2x + j) = 1}. Further,∑
x∈K
(−1)tr(α f (x)+β1x+i+β2x+ j ) = −|Fα| − |Hi+1(β1)| − |H j+1(β2)| + 2|Fα ∩ Hi+1(β1)|
+ 2|Fα ∩ H j+1(β2)| + 2|Hi+1(β1) ∩ H j+1(β2)|
− 4|Fα ∩ Hi+1(β1) ∩ H j+1(β2)|.
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Using (1), we have |Fα ∩ Hl+1(β)| = 2n−2 + 14 (−1)lW f (α, β). Thus,∑
x∈K
(−1)tr(α f (x)+β1x+i+β2x+ j ) = −3 · 2n−1 + 2
(
2n−2 + 1
4
(−1)iW f (α, β1)
)
+ 2
(
2n−2 + 1
4
(−1) jW f (α, β2)
)
+ 2 · 2n−2 − 4|Fα ∩ Hi+1(β1) ∩ H j+1(β2)|. (3)
Combining (2) and (3), we obtain
|Fα ∩ Hi+1(β1) ∩ H j+1(β2)|
= 2n−3 + 2−3((−1)i+ jW f (α, β1 + β2) + (−1)i+1W f (α, β1) + (−1) j+1W f (α, β2)),
which easily implies the proof. 
In [15] the following is proved:
Theorem 2 ([15]). Let f : F2n → F2n be an almost bent map with f (0) = 0. Then f is crooked
if and only if bα is linear for every α ∈ F∗2n .
Lemma 2 and Theorem 2 imply the following statement.
Theorem 3. Let f : F2n → F2n be an almost bent permutation with f (0) = 0. Then f is
crooked if and only if
|Fα ∩ Hi(β1) ∩ H j (β2)| ∈ {2n−3, 2n−3 ± 2 n−32 },
for all α, β1 = β2 ∈ F∗2n and i, j ∈ F2.
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